NHdopmaumnoHHas namsaTka ansa oby4varoLmxcsi.

C kagblM rogqomM MOIIOAeXu B WHTEPHETE CTAHOBUTCA Oonblue, a WKONbHUKN OAHM U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Memp,y TEéM, MOMNUMO OrpoOMHOro Konmn4yecTtea BO3MOXHOCTEN, MHTEPHET HeceT U
I'IpO6J'IeMbI. OTa namsTka AoImkHa NoMoYb Tebe 6e3onacHO HaXoaUTbCS B CETH.

KOMHbIOTepHI:Ie BUPYChbI

KOMI'IbI‘OTeprIﬁ BMpPYyC - 3TO Ppa3HOBUAOAHOCTb KOMIMbKOTEPHbIX NporpamMmm, OTNIMYNTENBHON OCOBEHHOCTLIO
KOTOpOVI ABNSAETCS CNOCOOHOCTD K Pa3MHOXEHMIO. B pononHeHue K 3TOMY, BUPYCbl MOTyT NoBpeanTb Unn
NONMTHOCTbO YHUYTOXUTb BCe (*)aVIJ'IbI M OaHHble, NOAKOHTPOJIbHbIE NOJfib30OBaTesito, OT MMEHU KOTOPOro
Obina 3anyweHa 3apaXeHHaa nporpamMmMa, a Takke nospeutb UMM faxe YHUHTOXUTb onepaunOoHHYHO
cucrtemy Cco Bcemu CbaIZJ'IaMI/l B uenomMm. B 6onblunHCTBE Ccny4yaeB pacnpocTpaHATCA BUPYCbl 4epes
MHTEPHEeT.

MeToabl 3aWmThl OT BPeOOHOCHbIX NporpamMmm:

1. Wcnonb3yin COBpEMEHHbIE OMepauyoHHbIe CUCTEMbI, UMEIOLME CepbesHblli YPOBEHb 3alluTbl OT
BPEOOHOCHbIX Nporpamm;

2. MNocTosiHHO ycTaHaBnNuBam naytu (UMdpPOoBbLIE 3annaTky, KOTOpble aBTOMaTUYECKM yCTaHaBNMBalOTCH C
uenbo gopaboTkn nporpaMmmbl) U opyrve OOHOBNEHWUSI CBOEKW OnepauuoHHOM cuctembl. CkaumBam ux
TONbKO C odmumanbHoro camTta paspabotumka OC. Ecnu cyllecTByeT pexum aBTOMaTUYECKOro
OBHOBMEHUS, BKITHOYN €r0;

3. Pabortan Ha cBoem komMblOTEpPE MOA4 MpaBamMu MONMb30OBaTensd, a He agMuHucTpaTopa. JTO He
Nno3BOJIUT 6OJ'IbLIJI/IHCTBy BPeOOHOCHbIX nporpamMmMm UHCTannMpoBatbCA Ha TBOEM MepCcoHarlbHOM
KOMMbIOTEPE;

4. Ncnonb3yn aHTMBUPYCHbIE NMPOrpamMmMHbIE NMPOAYKTbI M3BECTHbIX NPOU3BOAMTENEN, C aBTOMATUYECKNM
obHoBneHuem 6as;

5. OrpaHunyb hunsnyeckunin 4OCTYN K KOMMbIOTEPY AS151 MOCTOPOHHUX NNL;

6. Ncnonb3yn BHELLHME HOCUTENW MHOPMaUUK, TakMe kak dreluka, gMck unm danmn ns MHTEpHeTa,
TONBbKO M3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He oTkpbiBan koMnbtoTepHble dannbl, NofydYeHHblE U3 HEHaAEXHbIX UCTOYHUKOB. [axe Te dhannbl,
KOTOpble Npucnan TBOW 3HaKOMbIN. Jlyylle yTouHM Yy Hero, oTnpaensan nv oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3T0 He BMA nepedadn AaHHbIX, HE TEXHONOMUs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackass KomnaHus 3apeructpuposana 6peHg "WECA", yto o0603Hauano crnoBocoyeTaHue
"Wireless Fidelity", koTopbIi nepeBoanTcs Kak "6ecrnpoBogHasi TO4HOCTb".

[o Hawero BpemeHnu gowna gpyras abbpeBuatypa, KOTOpas SBMASETCA TaKOW e TexHorormen. 3To
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINO 4aHO C HAMEKOM Ha CTaHOapT BbICLUIEN 3BYKOBOW TEXHMUKN
Hi-Fi, uTo B nepeBoae o3Ha4aeT "BbICOKasi TO4YHOCTL".

[a, 6ecnnaTtHbIi MHTEPHET-AOCTYN B Kade, OTENsAX M aspornopTax siBNAETCA OTSIMYHON BO3MOXHOCTBIO
BbIXOO4a B WMHTepHEeT. Ho MHorme akcnepTbl cyuTaloT, 4To obuwenoctynHble Wi-Fi cetn He saBnsatoTca
©e3onacHbIMMU.

CoBeTbl No 6e3onacHocTn paboTel B 0bwenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOWO NUYHYIO MHopMaumio Yepe3d obwepoctynHble Wi-Fi cetn. PaboTtas B Hux,
enaTtenbHO He BBOAWTbL Naponv JOCTYNa, NOrMHbI U Kakne-TO HOMepa;

2. Ncnonb3yih n oBHOBNSA aHTUBUPYCHblE MporpaMMbl U BpaHamayep. Tem cambiM Tbl 06e3onacuilb
cebs OT 3aKayku BUpyca Ha TBOE YCTPOWNCTBO;



3. Mpu ncnonb3oBaHun Wi-Fi oTkntoum dyHkumio "O6wmin goctyn Kk chanam un npuHtepam”. [daHHasi
OYHKUMSA 3aKpbiTa MO YMOMYaHUIO, OOHAKO HEKOTopble MONb3oBaTeENW akTUBUPYHOT ee ans ygobctea
ncnonb3oBaHnsi B paboTe unm yyebe;

4. He wucnonb3yn nyonuuHbin WI-FI gna nepegayn nudHbIX OaHHbIX, Hanpumep Ans Bbixoda B
coumanbHble CeTU UNU B ANEKTPOHHYHO NOYTY;

5. Ncnonb3yii Tonbko 3alumieHHoe coeamHeHne Yepes HTTPS, a He HTTP, T1.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunsHom TenedoHe oTkntoun cyHkumo "Mogkntovernne k Wi-Fi aBTomatudeckun”. He gonyckan
aBTOMAaTUYECKOro NOAKIIOYeHUs ycTponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTn

CouuarnbHble CeTV akTUBHO BXOAAT B Hallly XWU3Hb, MHOT1E Nioan paboTaloT 1 XMBYT TaM NOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MUNNvapgd YenoBek, YTO SABMNAETCA OAHOW CedbMOW BCEX XUTenei
nnaHeTbl. MHorve nonb3oBaTeny He MOHUMAIOT, YTO MHOPMALIMA, pa3MeLleHHas UMK B coLmanbHbIX
ceTaAX, MoXeT OblTb HalldeHa U Ucnonb3oBaHa KeM YroHo, B TOM Yucrne He oGsAsatenbHo ¢ Gnarumu
HamepeHUAMM.

OcHOBHble COBETbI N0 6€30NacHOCTU B COLMAnbHbIX CETSX:

1. OrpaHunydb cnucok apy3en. Y 1ebs B Apy3bsX HE AOMKHO ObITb CrydarHbIX Y HE3HAKOMbIX NI0AEN;

2. 3awmuian CBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOEro pOXAeHUs v
OPYIYH0 NUYHY0 MHOPMaLmo. 3rMOyMbILINIEHHUKA MOTYT UCMOMb30BaTh AaXe MHopmaumMio O TOM, Kak
Tbl M TBOW POAUTENMU NNAHNPyeTE NPOBECTUN KAHUKYIbI;

3. 3awumuwan ceo penyTauuio - AEPXM ee B YNCTOTe M 3agaBan cebe Bonpoc: xoTen Obl Thl, YTOObI
apyrve nonb3oBaTeNnu BUAENW, YTO Thbl 3arpyxaewb? [logyman, npexge 4em 4YTo-TO onyGnuvkoBaTh,

HanmcaTb 1 3arpy3uThb;

4. Ecnu Tbl roBOpULLb C NOAbMM, KOTOPbLIX HE 3Haellb, He WCMONb3yi CBOE pearibHOe UMS W APYryo
NIMYHYI0 MHPOPMALIMK: UMSI, MECTO KUTENbCTBA, MecTo y4ebbl 1 npovee;

5. N3Geran pasmelueHns cdotorpacdmn B UHTepHeTe, roe Tbl u3obpakeH Ha MECTHOCTM, MO KOTOPOW
MOXXHO ONPEAENnUTb TBOE MECTOMOSOXEHNE;

6. Mpun perncTpauum B coumanbHOM ceTn HEOBXOOMMO MCMONb30BaTh CrOXHbBIE Maponu, CoCTosime 13
OYKB 1 UUdpP ¥ C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. Ans coumanbHOM CETWU, NMOYThI U APYrMX CanTOB HEODXOAMMO WMCMONb30BaTh pasHble naponu. Torga
ecnv Tebs B3NoMatoT, TO 3M0YMbILLIIEHHMKM NONyYaT JOCTYN TONBKO K OQHOMY MECTY, a HE BO BCe Cpaay.

OneKTPOHHbIe AEHbIV

OnNEeKTPOHHbIE OEHbMM - 3TO O4YeHb YAOOHbI CMocob nnaTexei, OOHaKO CYLUECTBYIOT MOLLEHHWKM,
KOTOpbIE XOTAT MOMYYUTb 3TN OEHLIU.

OneKTPOHHbIE AeHbIM NOSIBUNUCH COBCEM HEAaBHO M MMEHHO K3-3a 3TOro BO MHOMMX rocygapctBax Ao
CUX MOpP He MPOMMNCaHo MPO HKX B 3aKOHaX.

B Poccuu e OHM (YHKUMOHUPYHOT U O HUX YKEe MPOMMUCaHO B 3aKOHe, A€ VX pas3densiioT Ha HEeCKONbKo
BMOOB - @HOHUMHbIE W HE aHOHMMHble. PasHuMua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca nNpoBOoAUTbL onepauun 6Ge3 wuaeHTUdUKaUUMU nonb3oBaTens, a B HeaHOHWMHbIX
naeHTUdUKaLUmMs nonb3oBaTtens ABNAeTcA 06A3aTensHON.

Takke cneayet pasnuyatb 3JTEeKTPOHHbIe (bl/IaTHbIe AOeHbIn (paBHbI rocyaapCTBeHHbIM BaJ'IIOTaM) n
ANIEKTPOHHbIE He(*)VIaTHbIe AOeHbIn (He paBHbl roCyaapCTBEHHbLIM Baﬂ}OTaM).

OcHoBHbLIe coBeThbl No 6e3onacHom pa60Te C 9NEKTPOHHbIMU OEeHbramMmu:



1. MpuBsXKKM K c4eTy MOOWUNBHBIA TernedoH. OTo cambli yOOOHEIM U ObICTPEIN cnoco® BOCCTAHOBUTL
JocTtyn K cyeTy. [NpuBsizaHHbIN TenedoH MOMOXET, ecnu 3abyfellb CBOW NNaTeXHbIA Napofb Wnu
3angellb Ha canT ¢ He3HaKOMOro YCTPOWCTBA;

2. Wcnonb3ayih ogHopasoBkle naponu. Nocne nepexoda Ha ycuneHHyl aBTopu3auunto Tede yxe He byaeT
yrpoXaTtb ONacHOCTb KpaXKku UIv nepexsara nnaTexXHoro napons;

3. Bblbepu cnoxHbii naponb. MNpectynHukaMm GyaeT He NPOCTO yragaTb CIOXHbIA naponb. HagexHble
naponu - 3TO Maponu, KOTopble coAepXaT He MeHee 8 3HaKoB W BKMOYaAT B cebs CTpOuYHble U
nponucHble OyKBbI, LGPl U HECKONBKO CUMBOSIOB, TakvMe Kak 3HaK gonnapa, yHTa, BocKnuuaTenbHbIN
3Hak v T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMUYHbIE AaHHbIE Ha CalTax, KOTOPbIM He AoBepseLlb.

OneKTpoHHas noyTta

ONeKTpPOHHas no4yTa - 9TO TEXHONOMMs M NPefocTaBnseMble el YCyrn rno nepechinike U nonyvyeHuto
9MNEKTPOHHbIX COOOLLEHWI, KOTOpbIE pacnpedensioTcs B KOMMbOTEPHOM ceTu. OOBbIYHO 3MEKTPOHHbIN
MOYTOBLIA SILUMK BbIFMAAUT CNeaylowmMM 06pa3oM: UMs_Monb3oBatena@umMsi_aoMeHa. Takke kpome
nepegayv NPoCToro TekcTa, MMeeTcs BO3MOXHOCTb Nepefasath hannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHOW NOYTON:

1. Hago BbIbpaTb MpaBurbHbIA NOYTOBLIN CepBUC. B MHTEepHETe eCcTb OrpoMHbIN BbiGop GecnnaTtHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO Ny4lle A0OBEPATb TEM, KOO 3HaeLlb M KTO NepBbl B PENTUHTE;

2. He wykasbiBah B TNMYHOW nouYTe §WYHy0 WHopmauumwo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" unu "pok2013" BmecTo "Tema13";

3. Wcnonb3yn p[ByxaTanHyd aBTopM3auumio. JTO KOrga MNOMUMO MNaponsi HYXXHO BBOAUTb  KOA,
npucbinaembin no SMS;

4. Bblbepn crnoxHbin naponb. [Ong Kaxgoro MOYTOBOrO SLUMKA AOIMKEH ObiTb CBOWM  HaAEeXHbIN,
YCTONYMBBIV K B3NIOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JIMYHbIA BONPOC, MCNOJSb3yN 3Ty BO3MOXHOCTb;
6. Micnonb3yn HECKONMbKO MOYTOBbLIX ALWMKOB. [epBbi ANs YacTHOWM Nepenncku ¢ agpecaramm, KOTOpbIM
Tbl [oOBepsiellb. OTO SMEKTPOHHBLIN aApec He Hago MCMonb3oBaTb MpU perucTpauum Ha dopymax u

canTax;

7. He oTkpbiBan annbl U gpyrye BIIOXEHUS B MUCbMax, OaXe €CrlM OHW MPULLINKN OT TBOMX APYy3eW.
Jlyywe yTo4HmM y HKX, OTNPaBNSanu v oHn Tebe aTn dannbl;

8. MNocne okoH4YaHWst paboTbl HA NOYTOBOM CEPBMCE Mepen 3akpblTMeM BKMadku C caiTom He 3abyab
HaxaTb Ha "BbInTn".

Kn6epbynnuHr unu BupTyanbHoe nsgeBarenbCTBO

KnbepbynnuHr - npecnegoBaHne COOBLLEHNSMM, COAEPKALLMMN OCKOPOIEHNs], arpeccuio, 3anyrmBaHue;
XYINUraHCTBO; coLpmanbHoe GOMKOTUPOBAHME C MOMOLLbIO PasfMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 60pbOe ¢ KNOEPOYIMHIOM:

1. He 6pocainca B 6on. Jlyywmn cnocob: nocoBeToBaTbCHA kak cebst BECTU M, €Criv HET TOro, K KOMy
MOXHO 00paTuTbCsl, TO BHavane YCMNokouTbCsl. Ecnv Tbl HayHelb OTBeYaTb OCKOPONEHVsMU Ha
ocKopbreHus, TO TOmMbKO ellle 6onbLie pasoXkellb KOHAMKT;

2. YnpaBnsu cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B CETU MHUMas. CyIJJ,ECTByPOT crnocobbl BbISICHUTb, KTO CTOUT 3@ aHOHUMHbIM dKKayHTOM;



4. He cTOMT BECTM XynuraHckui obpas BUpTyanbHOM XN3HU. VIHTEpPHET OUKCUPYET BCe TBOM OEWCTBUS U
COXpaHsIeT ux. YaanuTb ux Oy4eT KpalHe 3aTpyAHUTENBHO;

5. Cobnitogan cBoto BUPTYyarbHYH YECTb CMOSIOAY;

6. NrHopupyit eauHUYHbIn Heratue. OgHopa3oBble OCKOPOUTENbHbIE COOOLLEHNS Nyydlle UFHOPUPOBAaTh.
OG6bIYHO arpeccusl NpekpallaeTca Ha HadyanbHON cTaauu;

7. baH arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHbIMM COODLLEHNSIMU, B COLMANbHbIX CETSIX €CTb
BO3MOXHOCTb 6J'IOKVIpOBKl/I OoTnpaBKu coobLleHnn ¢ onpeaerneHHbIX aapecos;

8. Ecnu Tbl cBupeTens kmbepOynnuHra. TBOM OeWCTBUS: BbICTYNUTL MPOTUB MpecrnegoBaTens, nokasaTb
€My, YTO ero AenNCTBUSA OLIEHMBAIOTCA HEraTMBHO, NoaaepXaTth XXepTBY, KOTOPOWN HYyXXHa NCUXonornyeckas
NMOMOLLb, COOBLLNTL B3POCHbIM O (hakTe arpecCUBHOrO NOBEeOEHNsI B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl K NnaHweTbl cogepxaT B cebe BMNomnHe B3poCnbii hyHKUMOHAM, U Tenepb
OHW MOTYT KOHKYpPUPOBaThL CO CTaulMOHapHbIMK KoMMnbloTepamn. OgHako, CPeACTB 3awuThbl As NOAO0OHbIX
YCTPONCTB MNOKa O4YeHb Mano. TeCTUMpOBaHWE U MNOUCK YS3BUMOCTEN B HWUX MPOUCXOOQUT He Tak
WMHTEHCUBHO, Kak anga MK, To xe camoe kacaeTcs U MOOUITbHbBIX MPUIOXEHUIA.

CoBpeMeHHble MobunbHble 6Gpay3epbl YyXe NpakTUYEeCKM [OrHanM HacTofbHble aHamnoru, OAHaKo
pacwmpeHme yHKUMOHana BrneyeT 3a coboin 60nbLIYH0 CHOXKHOCTb U MEHbLLYHO 3aLLULLEHHOCTb.

[daneko He BCe Npoun3BOAUTENMN BbiMyCcKalT OOHOBNEHWS, 3aKpbiBalOWnEe KpUTUYECKME YA3BMMOCTU ANS
CBOWX YCTPOWCTB.

OcHoBHble coBeThbl st 6e3onacHoCTM MOBMNbHOro TenedoHa:

Huyero He saBnseTca no-HacTosawemy OecnnatHbiM. byab ocTopoxeH, Bedb korga tebe npegnararoT
GecnnaTHbIN KOHTEHT, B HEM MOTYT GbITb CKPbIThI Kakne-To nraTHble yCnyru;

Hyman, npexae Yem otnpasute SMS, oTo Mnm Bugeo. Tbl TOYHO 3HaELWb, rae oHU 6yayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBNATEL ONEpPaLMOHHYK CUCTEMY TBOErO CMapTdoHa;
Mcnonb3yn aHTMBUPYCHbIE NporpamMmMbl AN MoOGunbHbIX TenedoHOB;

He 3arpyxai NpunoXeHmss oT HEW3BECTHOTO WMCTOMHWKA, Bedb OHW MOTyT COAEepXaTb BpPegoHOCHOE
nporpaMMHoe obecneyeHue;

Mocne Toro kak Thbl BbIMAEWb C CalTa, rae BBOAWM NIMYHYIO MHpopMauuto, 3aram B HAaCTpoVikn Gpaysepa
n yaanu cookies;

Mepuoanyeckn NnpoBepsin, Kakne nraTHble YCIyrM akTUBUPOBaHbI Ha TBOEM HOMEPE;

[asawn cBon HOMep MOBUNBHOMO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HAELLb 1 KOMY JOBEPSELLb;
Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online vrpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KPaco4Hble, 3axBaTbiBalOLME pa3BrievYeHUs, 00begnHAWME COTHU
TbiICAY YenoBeKk Mo BcemMy Mupy. Urpokm uccregyoT AaHHbIA MM Mup, obuialTca gpyr ¢ Apyrom,
BbIMOMHSAIOT 3afaHus, CPaXalTCd C MOHCTpaMu M MOMy4arT OnbIT. 3a y4OBOMLCTBME OHW MMATAT:
MoKynawT AUCK, Onia4ymMBaoT abOHEMEHT Uy NPMOBPETalOT Kakne-TO Onuun.

Bce atM cpeactBa vaoyT Ha MNoOdEpXaHWe WM pas3BUTUE Urpbl, a Takke Ha camy 6e3onacHoCTb:

COBEPLUEHCTBYOTCA CUCTEMbI aBTOpPWU3aUNKN, BbIMNYCKAKTCA HOBbIE NaT4yu (LI,VICprBbIe 3annaTtkm gnsa
nporpaMM), 3aKpbIBAKTCA yA3BMMOCTU CepBEepOB.



B nogobHbIx nrpax CTouT onacaTtbCA HEe CTONIbKO CBOMX COMEPHUKOB, CKOJTIbKO KpaXXun TBOEro naposd, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTopusaunm OonblINHCTBA urp.

OcHoBHELIe coBeTbl N0 6€30MacHOCTN TBOETO MrpoBOro akKayHTa:

1. Ecnu gpyroi urpok BedeT ceGs Nrnoxo unv cosgaeT Tebe HenpUATHOCTW, 3aBnoKUpyi ero B Crnincke
UrPOKOB;

2. I'Io>|<any|?1c;| aAMUHUCTPaTopaM Urpbl Ha NiioXoe noBedeHne 3TOro Urpoka, XenarteribHO MPUNoXnTb
Kakne-To AoKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyto Hdopmaumio B npodanne urpsbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBai HeouumaneHble NaTtyn n Moapl;

6. Vicnonb3yi cnoxHble U pasHble naponu;

7. Oaxxe BO BpeMms Urpbl HE CTOWUT OTKMIOYaTb aHTMBUPYC. [MoKa Thbl Urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DULLIMHI UNX KpaXka NNYHbIX AaHHbIX

O6blYHON KpaXken OeHEer N OOKYMEHTOB CErOAHS YXX€ HWKOro He YAMBULLB, HO C Pa3BUTUEM UHTEPHET-
TEXHOSOMMIA 3MOYMbILUNEHHUKN NEPEMECTUNNCE B MHTEPHET, W MPOAOMKAT 3aHMMaTtbed "nobumbim”
Jenowm.

Tak nosiBunacb HOBas yrpo3a:; MHTEPHET-MOLLUEHHNYECTBA MUK (OULLIKHT, rraBHas Liefnb KOTOPOro COCTOUT
B NoOSlydeHnn KoHMaeHUManbHbIX aHHbIX NONb3oBaTeNen - fIOrMHOB M naponen. Ha aHrnuiickom sA3sbike
phishing untaeTtca kak dpuwmHr (ot fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnn Tbl nogospeBaellb, 4YTO TBOSA aHkeTa Obina B3roMaHa, To
HeobxoamMmMo 3abrnokMpoBaTh ee N CoobLLNTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble BeG-caliThbl, B TOM YMCIE, MHTEPHET-Mara3nHoOB U NMONCKOBbLIX CUCTEM;

3. Mcnonb3ayii crnioxHble 1 pasHble naponu. Takum obpasom, ecnun Tebs B3NOMaT, TO 37110YMbILLITEHHUKN
nonyyar 4OCTyn TONbKO K OQHOMY TBOEMY Npodiusio B CETH, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanun, To Heo6XoANMO NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble AobaBrneHbl y
TebSA B Apy3bsx, O TOM, YTO TebHA B3nOManu u, BO3MOXHO, OT TBOEro MMeHun ByadeT paccbinaTbCa cnam m
CCbIJTKM Ha (OULLIMHIOBbIE CaNThl;

5. YcTtaHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKTO4M coxpaHeHre napons B 6pay3aepe;

7. He oTkpbiBan hannbl U gpyrye BNOXEHUA B MUCbMax, OaXe eCrnv OHWU MPULLINKU OT TBOUX ApYy3eW.
Jlyywe yTo4HM y HKX, OTNPaBNSAny v oHn Tebe aTn dannbl.

Lincdposas penyrauus

LindpoBaa penytaumss - 9STO HeraTvBHasi WU NO3UTMBHas WHdopmaums B cetu o Tebe.
KomnpomeTtupytowaa uvHdopmMauusi, pasMelleHHass B WHTEepPHETe, MOXET Cepbe3HbiM 0b6pa3om
OTpasnTbCHA Ha TBOeW peanbHOW >Xu3HW. "Undpposas penytauna" - 3TO TBOM UMWUOXK, KOTOPbIV

dhopmupyeTcs U3 uHpopMaLum o Tebe B MHTEPHETE.

TBOE MECTO XUTENbLCTBA, yqe6b|, TBOE (*)VIHaHCOBoe nornoXeHne, oCOBGEHHOCTU Xapakrtepa 1 paccka3bl O
ONN3KUX - BCE 3TO HaKannMBaeTCcs B CETU.



MHorne nogpocTKM NErkoMbICIIEHHO OTHOCATCA K MyOnvkaumMm nuyHon mHdopmaummn B VIHTepHeTe, He
NMOHMMas BO3MOXHbIX MocrneAcTBui. Tbl Oaxe He CMOXellb AoragatbCsi O TOM, 4YTO dpoTorpadus,
pa3MeLleHHas 5 neT Hasag, cTana NPUYNHONM oTkasa NpuUHATL Tebs Ha paboTy.

KommeHTapum, pasmelleHne TBoux chotorpaduini u apyrne OenNCTBUS MOTYT HE UCHE3HYTb fAaxke nocne
TOro, KaK Tbl MX yaanub. Tbl HE 3HaELLb, KTO COXpaHWUn 3Ty MHGopMaLuto, nonana fv oHa B NOUCKOBbIE
CUCTEMbI U COXpaHWUmach N OHa, a rMaBHoe: YTo nogyMatoT o Tebe OKpyxatoLLime Nnoan, KoTopble HakayT
1 yBUAAT 3T0. HalTn nHdopmaLumio MHOro NeT CycTs CMOXKET 06Ol - kak U3 AoGpbIX NOGYXAEHWI, Tak
U C HaMepeHMEM MPUYUHUTE Bped. ITO MOXKET ObITb KTO YrogHO.

OcHoBHble coBeThl Mo 3aluTe LndpoBoi penyTaumu:
1. Moaymaii, Npexae Yem YTo-To Ny6nMKoBaTh M NepedaBaTh Y cebs B 6riore Unv B coLmansHo ceTu;

2. B HacTpowkax npothunsa yCTaHOBW OrpaHUYEHNsI Ha MPOCMOTP TBOEro Mpodunis U ero CO4epPXXMMoro,
caenan ero Tonbko "ang apysen";

3. He pa3mellai n He ykasbiBai MHCpOpMaLMIO, KOTopasi MOXET KOro-nnbo ockopbnaTe unu obmxaTb.
ABTOpCKOe npaBo

CoBpeMeHHbI€e LIKOMbHUKK - aKTUBHbIE Nornb3oBaTeny LnMgpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HaloT, YTO MONb30BaHME MHOMMMWU BO3MOXHOCTAMM LudpoBoro mupa Tpebyet cobnogeHus npas Ha
NHTENNeKTyarnbHyo COBCTBEHHOCTb.

TepMuH "MHTENNEeKTyanbHass COGCTBEHHOCTL" OTHOCUTCS K pasfnnyHbIM TBOPEHUSIM YENOBEYECKOro yMa,
HayMHasi C HOBbIX M300peTeHun u 3HakoB, 0BO3HavalLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCNyrn, u
3aKaH4MBas KHUramu, potorpadusiMum, KUHOUIbMaMN U My3blKarbHbIMU MPOU3BEAEHNSMMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha MWHTENNEKTyanbHYyl COOCTBEHHOCTb Ha MNPOW3BEAEHWUS HayKM,
nuTepatypbl M UCKycCTBa. ABTOPCKME nNpaBa BbICTYNAT B KayecTBe rapaHTuM TOro, 4TO
WHTENNEKTyanbHbIA/TBOPYECKUA TPyA aBTopa He Oyaer HanpacHbiM, AdacT €emy CcrnpaBenfvnBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTtax CBOEro TpyAa, Nonyuutb U3BECTHOCTb U Mpu3HaHue. HukTo
6e3 paspelleHMs aBTOpa He MOXET BOCMPOM3BOAUTb €ro Mpou3BedeHue, PacrnpocTpaHaTb, Ny6nMyHo
OEMOHCTpUpOBaTh, MNpogaeBaTb, WMMNOPTUPOBATb, MyckaTb B  MpoKaT, MybGnUYHO  MCMOMHATD,
NMoKasbIBaTb/UCMNONHATL B acpmpe unm pasmewyaTs B VIHTepHeTe.

VMicnonb3oBaHne "nupartckoro” nporpammMHOro obecneyeHuss MOXET MPUBECTM K MHOTMM pucKam: OT
NnoTePU AaHHbIX K TBOUM akkayHTam 40 OrOoKMPOBKM TBOErO YCTPOWCTBA, rae YCTaHOBIEHa HeneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CyLIECTBYHOT neranbHble U GecnnaTHble nporpammel,
KOTOPbIE MOXXHO HAWTN B CETU.



